A re you aware that a piece of legislation passed in 1996 during the Clinton administration is about to significantly impact you and all the health care professionals and staff (eg, cashiers, billing clerks) at your practice site?
In 1996, Congress passed and President Clinton signed into law the Health Insurance Portability and Accountability Act (HIPAA). This legislation was designed to protect the confidentiality of individual health care records, including those generated by pharmacy. This act will be administered by the US Department of Health and Human Services. It is intended to ensure that a consumer's personal health information will not be openly disclosed without his or her knowledge.
Since the original act was signed, it has undergone revision based on comments from practitioners, health care institutions, professional organizations, and others. Some of these changes are intended to correct oversights in the original act and make implementation a little easier. For example, under the original act a pharmacist could not fill a verbal prescription for a new patient at a community pharmacy until the patient arrived at the pharmacy and signed a privacy consent notice. This requirement is in the process of being revised to allow the prescription to be filled, but the patient will still need to sign the privacy notice prior to receiving the prescription.
All patients will be required to sign the provider's privacy notice that describes the patient's rights and the provider's policies regarding their pri-vate records. This notice must be written in lay language and contain: • A description of how the patient's health information will be used and disclosed (eg, to insurance companies) at your practice site and when their authorization will be required prior to disclosure of information. • A description of the patient's right to review the medication and health information record at your practice site. • A statement of confidentiality that defines your practice site's duty to maintain the confidentiality of its health-related information. • A description of when you will be required to release information related to medication or health problems without patient consent or authorization (eg, law enforcement, public health). • Notice of the patient's right to receive an accounting of when, why, and to whom information was disclosed. • A description of the process required to file a complaint about the privacy practices at your practice site and who to contact for further information.
The patient must sign this privacy notice and it must be retained by the institution for at least 6 years.
How many of you are familiar with this legislation? Have you received the required training related to this legislation? Do you know how it will affect your practice site? Fact: All institutional or pharmacy staff members must be trained in the policies and procedures for implementing the privacy protection prior to April 14, 2003.
Each practice site must designate an individual as the privacy official. This person is responsible for maintaining policies and procedures, receiving privacy related complaints, and providing information about the privacy practices and procedures at your institution. Who has been designated as the privacy official at your practice site?
The good news is that it is not too late to develop and implement these policies, procedures, and training. However, the available time is running down quickly.
Here are examples of violations of the act that may be occurring at your practice site: • Sign-in sheets that reveal individuals who have received prescriptions at your pharmacy; • Unsecured transfer of information from a PDA to another database using a wireless connection; • A PDA device that does not use a locking system on patient-related information. • Discussion about a particular patient in a public area regardless of whether the patient's name is mentioned; • Computer monitors that can be seen by unauthorized personnel; • Use of generic user names and passwords; • Computer terminals that cannot be locked when not in use; • Access to computer records that are not automatically terminated after a period of idle time; • Printer or fax outputs that can been seen by unauthorized personnel; • For computers with Internet access, lack of a firewall with intrusion detection;
• Lack of an audit trail on who has had access to information; • Printed material with patient-related information that is not shredded or destroyed prior to disposal; • Group e-mail to patients on upcoming events or services whereby recipients can see the names of other individuals who received the communication; • Individual utilization of information or addresses, including e-mail, to pharmaceutical or marketing firms; • Discussion of work events that includes specific information about a patient with a significant-other, colleague, student, or other individual not directly involved in the care of that patient. Violations of the act can result in severe civil and criminal penalties, including fines of $100 per incident, up to $25,000 for multiple violations of the same standard in a calendar year, and fines up to $250,000 and/or imprisonment up to 10 years for wrongful use of individually identifiable health information.
Good professional judgment will avoid unnecessary disclosure of most of the information associated with this privacy act in most situations.
It is time for you to determine if your institution is in compliance with the HIPAA. If it is not, start the process by asking what is being done and who is in charge of making sure that your institution is in compliance before April 14, 2003.
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